
Dirk Helbing  (ETH Zurich)
dhelbing@ethz.ch

Education 4.0: 
Preparing for the 

Digital Age

Follow                      on



Digital Literacy and Digital Enlightenment



Where is the
digital revolution heading?















The Internet of Things



Things Will Get Senses and Smart





CHRIS ANDERSON’S DREAM: 

The end of theory: the data 
deluge makes the scientific 

method obsolete. 

Wired Magazine 16(7), 2008



fmRi to see diseases

http://www.noticiacanaria.com/curiosas/2014/8/1/radiografias-extranas-impactantes-mundo-1730.html

See What Is Wrong



http://stemsaveblog.com/category/debilitating-diseases/bone-
loss-debilitating-diseases/

See How to Fix the Problem



A. Pentland et al.

Can We Know 
Everything?

Can We 
Understand the 
Human Body, 
Brain and 
Personality?



A Lot of Data! 



















Cookies























































Digital Doubles





“It is really very nearly within our grasp to be able to 
compute on all human generated information,” Hunt 
said. 

“You’re already a walking sensor platform,” he said, 
noting that mobiles, smartphones and iPads come 
with cameras, accelerometers, light detectors and 
geolocation capabilities.

http://www.huffingtonpost.com/2013/03/20/cia-gus-hunt-big-
data_n_2917842.html

CIA Director Gus Hunt



A NEW WORLD



A new currency



http://www.photoeverywhere.co.uk/west/usa/california/sunset_oil_rigDSC_4701.jpg

“Data is the new oil”  – Clive Humby





A new economy





A new legal system







A new political system



Google’s Abschaffung der Politik



Could Society Be Run Like A Giant Machine?





“Bald kann sein Modell anhand von zehn
Facebooks-Likes eine Person besser
einschätzen als ein durchschnittlicher
Arbeitskollege. 70 Likes reichen, um die 
Menschenkenntnis eines Freundes zu
überbieten, 150 um die der Eltern, mit 300 
Likes kann die Maschine das Verhalten
einer Person eindeutiger vorhersagen als
deren Partner. Und mit noch mehr Likes 
lässt sich sogar übertreffen, was Menschen 
von sich selber zu wissen glauben.”



Manipulation of the Choices 
of People by Personalized 
Information











Tristan Harris: Mass Mind Control





Fascism 2.0: Big Brother, Brave New World

- Top-down decision-making
- Average behavior sets the norm
- Government determines value of people
- Discrimination of minorities, euthanasia, war



Feudalism 2.0: Big Other 
(Surveillance Capitalism)

- To-big-to-fail problems
- Low innovation rates
- Large inequality
- Misuse of power
- Doesn’t really care 

about people



Communism 2.0: 
Big Mother, Benevolent Dictator 

- Top-down planning
- Goals set by the government
- Redistribution of wealth
- Scarce resources rationed 









It does not work well!



Automated Smart Cities, Smart Nations?









The Cities with Highest Quality of Life Are 
Not in the Leading IT Nations



Critical Thinking



Digital Literacy and Digital Enlightenment



What the Concept of a Data-Driven 
and AI-Controlled Society Lacks

• Human Dignity
• Love

• Consciousness
• Freedom
• Everything that cannot 

be well quantified



More data = more 
knowledge?



more 
data

= more 
knowledge

= more 
power

= more 
security

= more 
success

The Magic Formula ...

…does not work!





Spurious 
Correlations

















Classification Errors Will Happen

Pseudo-objectivity is a serious problem









Will AI fix it?



“Data is the new oil”  – Clive Humby

… but models are the new gold

… and participation means social capital!

Exponential growth of computing. 20th through 21st century.
Coutesy of Ray Kurzweil and Kurzweil Technologies, Inc. License: CC-BY 1.0.

The Digital Revolution Is on Its Way



Better Chess Players



Better in Answering Questions?





Robots Become 
More and More 
Capable and 
Sophisticated



The Official Status of Robotics



Robots Can Learn. They May Soon 
Multiply and Evolve Without Our Help!



Intelligent Machines will 
be our tools, 



Intelligent Machines will 
be our tools, 

then our “partners”,



Intelligent Machines will 
be our tools, 

then our “partners”, 
then our coaches, 



Intelligent Machines will 
be our tools, 

then our “partners”, 
then our coaches, 

then our bosses…?



Intelligent Machines will 
be our tools, 

then our “partners”, 
then our coaches, 
then our bosses… 

Soon, we may need 
“upgrades” to be 

competitive





Will We 
Soon 
Have 
Brain 
Implants
?





















Algorithms May Turn Correlations 
into Causal Relationships







The emerging “digital sector” challenges 
the industrial and service sectors

The Economy 4.0 Is Born



A Massive Loss of Jobs Is Already 
Happening



40% of 
Today’s 
Top 500 

Companies 
Will Be Gone 
in 10 Years



Jeremy Howard on Learning Computers



"Computers are going to take over from humans, no 
question ... 

Like people including Stephen Hawking and Elon
Musk have predicted, I agree that the future is scary 
and very bad for people ... 

If we build these devices to take care of everything for 
us, eventually they'll think faster than us and they'll get 
rid of the slow humans to run companies more 
efficiently ... 

Will we be the gods? Will we be the family pets? Or 
will we be ants that get stepped on? I don't know …”  

Steve Wozniak on Artificial Intelligence



Better Workers



Better Doctors?



Da Vinci Surgical System











Yesterday’s Jobs







Universe – C. Flammarion, Woodcut, Paris 1888, Colorit : Heikenwaelder Hugo, Vienna 1998, CC BY-SA 2.5

We are at the beginning of a new age





Design for Values

• Cooperation

• Fairness

• Trust 

• Truth

• …



Value Pluralism and Design for Values

• Privacy
• Autonomy
• Equity
• Justice
• Dignity
• Happiness
• Wellbeing
• Safety
• Security

After Jeroen van den Hoven

• Sustainability
• Health
• Friendship 
• Solidarity
• Peace
• Usability
• Resilience
• Efficiency
• Flexibility

Goals must be balanced (politically negotiated).
Otherwise, the approach is oversimplified, inadequate.



What Does Democracy Mean?
§ Human rights, human dignity
§ Freedom
§ Self-determination
§ Pluralism
§ Protection of minorities
§ Division of power
§ Checks and Balances
§ Participation 
§ Transparency
§ Fairness
§ Justice
§ Legitimacy
§ Anonymous, equal votes

§ Privacy
ü Protection from 

misuse/exposure
ü Right to be left 

alone

Design for values,
value-sensitive design,
ethically aligned design



Menschenwürde (Art. 1 GG) hat Ewigkeitsgarantie und muss vom
Staat auch gegenüber Dritten (inkl. Unternehmen und anderen
Staaten) durchgesetzt warden. Das ist seine Legitimationsgrundlage.

Als Wesensmerkmal ist Menschenwürde unveräußerlich [also 
auch durch Terms of Use]. 



1. Send (a copy of) all 
personal data to a personal 
data mailbox

2. Require legally that 
personal data can only be 
used with the informed 
consent of individuals

3. Create a public platform 
that allows individuals to 
determine who is allowed 
to use what kind of data for 
what period of time and 
purpose (and what amount 
of money)

Informational Self-Determination

4. Build AI-based 
digital assistants 
that help people to 
easily administer 
personal data 
according to their 
preferences

5. Allow 
governments and 
scientists to run 
statistics on data

6. Report data use 
transparently to 
data mailbox



Empowering People

www.enableeurope.eu

If set up well, enabling users, customers, citizens will lead to 
better services, better products, better businesses, better 

neighborhoods, smarter cities, smarter societies …



Combinatorial Innovation, 
Co-Evolution (needs Freedom)

Nathan 
Sawaya



VLADGRIN/Shutterstock com

Information, Innovation, Production and
Service Ecosystem

Combinatorial innovation

co-epetition, co-learning, co-
innovation, and co-creation 





Artificial Intelligence Taking Over

0         1         2         3         4          5          6

No. of 
criteria 
speaking for 
an action

Take action?

Yes (AI decides)

No (AI decides)



Re-Inventing Freedom in the Digital Age

0         1         2         3         4          5          6

No. of 
criteria 
speaking for 
an action

Take action?

Yes (AI decides)

Free choice
(Human decides)

No (AI decides)





Ask At Relevant Decision Points



Democracy 2.0:
Boosting collective 

intelligence



http://medialniproroci.blogspot.ch/2013/04/sharing-is-new-shoppingand-working.html

Bring the Best Ideas of Many Minds Together



We need to 
build suitable 

platforms to 
collect, share 
and integrate 

ideas

Online 
Deliberation 
Platforms



Diversity Wins, Not the Best

Wisdom of 
crowds 
requires 
independent 
exploration 
and then 
integration

Top-down 
and majority 
decisions 
obstruct 
collective 
intelligence



Build digital democracy
Open sharing of data that are collected with smart devices would empower citizens 

and create jobs, say Dirk Helbing and Evangelos Pournaras.

Fridges, coffee machines, toothbrushes, 
phones and smart devices are all now 
equipped with communicating sensors. 

In ten years, 150 billion ‘things’ will connect 
with each other and with billions of people. 
The ‘Internet of Things’ will generate data vol-
umes that double every 12 hours rather than 
every 12 months, as is the case now. 

Blinded by information, we need ‘digital 
sunglasses’. Whoever builds the filters to 
monetize this information determines what 
we see — Google and Facebook, for exam-
ple. Many choices that people consider their 
own are already determined by algorithms. 
Such remote control weakens responsible, 
self-determined decision-making and thus 
society too.

The European Court of Justice’s ruling 
on 6 October that countries and companies 
must comply with European data-protec-
tion laws when transferring data outside the 
European Union demonstrates that a new 
digital paradigm is overdue. To ensure that 
no government, company or person with 
sole control of digital filters can manipulate 

our decisions, we need information sys-
tems that are transparent, trustworthy and 
user-controlled. Each of us must be able to 
choose, modify and build our own tools for 
winnowing information. 

With this in mind, our research team at 
the Swiss Federal Institute of Technology in 
Zurich (ETH Zurich), alongside international 
partners, has started to create a distributed, 
privacy-preserving ‘digital nervous system’ 
called Nervousnet. Nervousnet uses the sen-
sor networks that make up the Internet of 
Things, including those in smartphones, to 
measure the world around us and to build a 
collective ‘data commons’. The many chal-
lenges ahead will be best solved using an 
open, participatory platform, an approach 
that has proved successful for projects such 
as Wikipedia and the open-source operating 
system Linux. 

A WISE KING?
The science of human decision-making is 
far from understood. Yet our habits, rou-
tines and social interactions are surprisingly 

predictable. Our behaviour is increasingly 
steered by personalized advertisements and 
search results, recommendation systems 
and emotion-tracking technologies. Thou-
sands of pieces of metadata have been col-
lected about every one of us (see go.nature.
com/stoqsu). Companies and governments 
can increasingly manipulate our decisions, 
behaviour and feelings1. 

Many policymakers believe that personal 
data may be used to ‘nudge’ people to make 
healthier and environmentally friendly 
decisions. Yet the same technology may 
also promote nationalism, fuel hate against 
minorities or skew election outcomes2 if eth-
ical scrutiny, transparency and democratic 
control are lacking — as they are in most 
private companies and institutions that use 
‘big data’. The combination of nudging with 
big data about everyone’s behaviour, feelings 
and interests (‘big nudging’, if you will) could 
eventually create close to totalitarian power. 

Countries have long experimented with 
using data to run their societies. In the 1970s, 
Chilean President Salvador Allende created 

Many choices that people consider their own are already determined by algorithms.
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Countering Global Problems Bottom-Up: 
City Olympics for Better Climate, Energy, 

Sustainability + Resilience Solutions

Public domain (SoccerFan (update to a map done by Bogdan)

http://en.wikipedia.org/wiki/User:SoccerFan
http://en.wikipedia.org/wiki/User:Bogdan


Collective Intelligence 
Beats Artificial Intelligence









Personalized Education:
Unleashing creativity and 

personal potentials





































• creative work
• produce information and knowledge, including cultural 

products
• personalized education 
• creativity and imagination
• ability to find relevant information and critically evaluate it
• curate information and to produce new knowledge
• share knowledge, collaborate with others, and create 

services and products collaboratively
• concentrate on tasks
• flexibly adapt to new opportunities
• interaction- and systems-oriented way of thinking 
• digital literacy and good education will be more important 

than ever

Education 4.0

Source: The Automation of Society Is Next



Massive Open Online Courses



Learning Platforms











Thomas A.
Edison









Fairfone



Fablabs Around the World





Augmented Reality

Turn beginners into professionals





https://www.shutterstock.com/image-vector/design-progress-bar-

Shutterstock





• Co-learning
• Co-creation

• Combinatorial innovation
• Co-ordination
• Co-operation

• Co-evolution
• Collective intelligence

The 7C’s:
Success Principles for a Complex World



Be a game changer!


